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1. [bookmark: _Toc112931705]Introduction:

The fundamental requirement for a SaaS escrow deposit is that, in the event of an escrow release condition, suitably qualified resources should be able to ensure continuity of access, use, operation, maintenance and support of the SaaS application for the SaaS End-User. To this end the escrow deposit should contain, as a minimum:

1.1. All relevant technical specifications and documentation for the hosting and infrastructural architecture and environment required to host and make the software available online.
1.2. The actual executable version of the application software that comprises the operational material, in compiled binary code format as installable programs (installation programs, executable code, libraries etc.), as implemented to provide the service to user, specifically including all database access and database administrator credentials such as login details, passwords etc., as the case may be.
1.3. Complete source code of the software application.
1.4. Passwords – if any – required to access parts of the application software (for example DBA password for administrator access to the database).
1.5. The technical documentation relevant and necessary for the use, maintenance, correction, compilation, installation, operation etc. of the software application.
1.6. Deposit Form - SaaS (DSF-S) constituting a separate index as content information regarding the escrow material deposited – duly completed by the SaaS Provider.
[bookmark: _Hlk536692188]
	[bookmark: _Hlk536692146][bookmark: _Toc112931706]Encryption


Please ensure that you encrypt the escrow material before providing the material to ESCROWSURE via our SFTP Upload Portal. Our PGP protocols are required in order to facilitate this for you.
For more information please go to https://docs.escrowsure.co.za/.

	[bookmark: _Toc112931707]Deposit Form


An Escrow Deposit Specification Form – SaaS (DSF-S) - duly completed by the SaaS Provider (ie the Depositor) - must be provided together with the encrypted escrow material. The DSF-S shall be a separate component, included as part of the escrow deposit, as an index and content reference to the escrow material concerned.
A duly completed DSF-S must be included with each SaaS escrow deposit – please use the digital version available at https://docs.escrowsure.co.za/downloads/index.html. Should you need further information, please do not hesitate to contact us at helpdesk@escrowsure.co.za or via telephone: +27 (0)21 852 9365.

[bookmark: _Toc130973911][bookmark: _Toc175118685][bookmark: _Toc199923605][bookmark: _Toc237056704][bookmark: _Toc237056952][bookmark: _Toc112931708]2.	General Information

	[bookmark: _Toc112931709][bookmark: _Hlk536692108]2.1. SaaS Provider Information

	Company Name:
	___________________________________________________________________________

	Technical Contact:
	___________________________________________________________________________

	Email:
	___________________________________________________________________________

	Telephone:
	___________________________________________________________________________



	[bookmark: _Toc112931710]2.2. Product Information

	Product Name:
	[bookmark: _Hlk536690493]___________________________________________________________________________

	Version:
	___________________________________________________________________________

	Escrow Beneficiary(s):
	___________________________________________________________________________

	[bookmark: _Toc536762129][bookmark: _Toc112931711][bookmark: _Hlk536700608][bookmark: _Toc225576504][bookmark: _Toc237056705][bookmark: _Toc237056953]2.3. Deposit Material - other Information


Please include any other information below - for example, if any special procedures are required to access the escrow material provided, etc:

	Please list location of other information (or if none available – none):
	
________________________________________________


[bookmark: _Toc112931712]3.	SaaS deployment Information

	[bookmark: _Toc112931713]Introduction 


The purpose of the escrow arrangement for which escrow material is provided is that, in the event of an escrow release condition, the Escrow Beneficiary (SaaS End-user) will be able to use the escrow material to the extent that it is possible to recreate an operational SaaS environment at a hosting provider of their choice.

To this end a substantial amount of information may have to be provided. Depending on the size/type of software application a single document containing all requirements mentioned below might suffice (for example a PHP application hosted in Azure is often relatively easy to create/document).

	[bookmark: _Toc112931714]3.1. Hosting architecture/environment

	Please list location of documentation on hosting architecture/environment:
	
________________________________________________


Such a document should contain information on hosting provider, contact, type of hosting (VPS, colocation etc), bandwidth requirements if any, load balancing etc.

	[bookmark: _Toc112931715]3.2. Infrastructure architecture/environment

	Please list location of documentation on infrastructure architecture/environment:
	
________________________________________________


Such a document should contain information on overview of architecture, OS used, database software used, other third party software etc.

	[bookmark: _Toc112931716]3.3. Access Protection


Please provide the relevant information regarding access rights such as passwords, access to key management etc which would be required to access and/or recreate the environment in the event of an escrow release condition (for example the data backup mentioned below – is DBA access required?)

	Please list location of passwords provided:
	________________________________________________

	[bookmark: _Toc112931717]3.4. Object Code (installable version of software)


An installable version (setup, tarball etc.) of the software is a SaaS escrow contract requirement. This will be used together with the data backup mentioned earlier to recreate a production environment in the event of an escrow release.
	
Please list location of installable programs:
	
________________________________________________

	[bookmark: _Toc112931718]3.5. Source Code 


[bookmark: _Hlk112927443]The source code that is required in order to continue maintenance and support of the software.

	Please list location of source code:
	________________________________________________



	[bookmark: _Toc112931719]3.6. Compilation/Installation Guide


This guide should be sufficient for a suitably qualified resource to go from understanding the application and working with the source code, through compilation, to building a binary code version of the software that can be implemented in a production environment. For further detail please see Item 4 below.

	Please list location of the Compilation/Installation Guide:
	________________________________________________

	[bookmark: _Toc112931720]3.7. Technical Documentation 


Technical documentation to facilitate continued maintenance and support of the source code – for example, functional specifications and designs, technical specifications, database architecture, programming instructions etc.

	Please list location of Technical Documentation:
	________________________________________________

	[bookmark: _Toc112931721]3.8. Maintenance Documentation 


Any documentation that is used in-house to help keep the software product online (for example if daily activities are required and these have been documented).

	Please list location of Maintenance Documentation:
	________________________________________________

	[bookmark: _Toc536762137][bookmark: _Toc112931722]3.9. Compression/Password Protection


Please include any other information below that is required to access the escrow material provided - for example:
	
Details relating to any compression utility used (or if none used – none):
	

___________________________________________________________________________

	Details relating to any password protection used (or if none used – none):
	

___________________________________________________________________________




[bookmark: _Toc112931723]4.	Additional Information – Compilation/Installation Guide

We recommend that the following items are taken into consideration when creating the guide: 

4.1. Hardware used;
4.2. OS used;
4.3. Compiler used;
4.4. Third party used (including any components downloaded from the Internet);
4.5. Stored/wrapped procedures;
4.6. Special installation routines;
4.7. Any connections/interfaces required for compilation/production use;
4.8. License key software;
4.9. How clients connect (requires VPN, Citrix etc.);
4.10. Any other service provided by hosting party that is essential;
4.11. Is data backup provided to user complete;
4.12. Firewall functionality.
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